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Genetec Receives CSPN Certification from the French
Agence Nationale de la Sécurité des Systémes
d’Information

Certification approval from ANSSI—the Network and Information Security Agency—
affirms that Genetec Security Center Synergis™ conforms to one of the highest cyber
and physical security requirements in Europe

PARIS, October 16" 2018 —Genetec Inc. (“Genetec”), a leading technology provider
of unified security, public safety, operations, and business intelligence solutions,

today announced that Genetec Security Center Synergis™, its IP-based access

control system, has received the highest level (Niveau de sureté IV) of the

Certification de Sécurité de Premier Niveau (CSPN) by the Agence Nationale de la

Sécurité des Systémes d’Information (ANSSI).

Built on an open-architecture, the unified Genetec Security Center Synergis platform
offers advanced protection—from access card to software—helping organizations

efficiently and securely manage access in single or multi-site facilities.

The ANSSI agency carefully studied and tested the Synergis software and hardware
components to assure the system adhered to one of the most stringent standards for
European governments. The CSPN rating certifies that Synergis has the latest
cybersecurity standards to secure communication, servers, and data at every level of

a security architecture.

When Synergis Cloud Link is installed with an expansion module, it supports three
secure access module (SAM) card slots. The SAM cards offer reputable protection for
storing an organizations’ cryptographic secrets such as the keys required to decrypt
MIFARE DESFire EV1/2 credential information. Readers are rendered “transparent” as
they no longer contain the keys to decrypt credential information—preventing the
risk of skimming and taping attacks. There are many more mechanisms within

Synergis™ which secure communication, servers, and data at every level of the


https://www.genetec.com/
https://www.genetec.com/solutions/all-products/synergis
https://www.ssi.gouv.fr/en/
https://www.ssi.gouv.fr/en/

architecture, making it one of most cyber-secure access control solutions available

today.

“Historically, access control systems were designed to manage credentials for
cardholders and administer rights and permissions. With the emergence of so many
cybersecurity threats today, the security landscape has drastically changed,” said
Derek Arcuri, Product Marketing Manager at Genetec Inc. “The CSPN certification
gives an additional level of validation and confidence to our channel community and
to the European market—providing our customers with peace of mind, and yet

another reason to trust Synergis,” added Arcuri.

For more information on how to Genetec Secuirty Center Synergis™ helps protect

access control systems against emerging threats, visit here.

About Genetec

Genetec Inc. is an innovative technology company with a broad solutions portfolio that
encompasses security, intelligence, and operations. The company’s flagship product, Security
Center, is an open-architecture platform that unifies IP-based video surveillance, access
control, automatic license plate recognition (ALPR), communications, and analytics. Genetec
also develops cloud-based solutions and services designed to improve security, and contribute
new levels of operational intelligence for governments, enterprises, transport, and the
communities in which we live. Founded in 1997, and headquartered in Montreal, Canada,
Genetec serves its global customers via an extensive network of resellers, integrators, certified
channel partners, and consultants in over 80 countries.

For more information about Genetec, visit: www.genetec.com
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